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}POS DIGICERT’S CURRENT CHAIN OF TRUST

e ane

An Offline Hardware
Security Module
Stores the Root CA's
Private Key

Root CA / Issuing CA

Certificate has to be traceable back to the trust 0
root it was signed off. There are 3 parts to the
chain of trust:

1- Root Certificate (Issuing) — A root certificate
Is a digital certificate that belongs to the issuing
Certificate Authority. The root certificates are |
closely guarded by the Certificate Authorities

2- Intermediate Certificate (Issuing) - Eﬁ% = =3

Intermediate certificates act as middle-men Pos Digicer pos Digiert pos Digicer

between the protected root certificates and the Class 2 Root CA G2 AATL Root CA Class 2 ECC Root CA

e e A e @) o o ML OSSO

will always be at least one intermediate certificate | | l o

in a chain, but there can be more than one. IR eEED D a - 20 Ol
) e 0 = — EEID — [ —e Hardware Security

3- Digital Certificate (Leaf) — It is the digital S = W0 o - Module Stores the

certificate will be given to the end entity eg: Client SWCA  SUCA  SubCA Enterprise Malaysia Premier CA e

Digital Certificate, SSL certificate and others L 2 3 Sioning.
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Private

e.g : e-Filing (Tax)

3 [t e.g : e-Filing e.g : Fintech,
POTENTIAL e.g : MAMPU GPKI, slronss E-Certification Credit Rating
USE-CASES SPtErl s, E-ticensing, E-Scroll, services, etc
- 1 Contract :
‘ E-Payment = A Study Loan Agreement E-Agreement
DIGITAL TRUST T

ST n C K DIGITAL SIGNING SERVICE AUTHENTICATION SERVICE
Online and secured signing service Validated Identity service

INTERFACES / INTEGRATIONS

PES Digicert

Web Services API Management SDK (mobile)

TECHNOLOGY / SERVICES SOLUTIONS

/ - \ 4 N\ DIGITAL CERTIFICATE IDENTITY MANAGEMENT

TECHNOLOGY Cryptographyi Kev Mamt SSO MANAGEMENT Activg Direc.tory
& | Certificate Ce)rqterg Biometric Payment Gateway Digital Certificate LifeCycle :gen:!:y \E/ng:cpe tion Svst
SOLUTIONS | Engine : (KMC) Face Recognition SMS Notification AATL Certificate F ec? ! yt g rl'd'cat.'f fl=ysieit
| OCSP/CRL Roami OCR Cloud Comp. Registration Authority ederated 'gentity
- Roaming Data Analytics SSL Certificate Smart Card/Mobile
‘ DTS Module  Cert Al Security Devices
§ - 2FA CRM System
k 5 Certin Mo@e’ \ / Know Your Customer System

\ Approved Trust List ‘ ﬂ el DAS
MEMBER ‘
NIST

National Technology & ; .
I : lon Sandbos National Institute of
nnovation I?,;‘DS”’EI.: Standards and Technology
commmmmes U.S Department of Commence

Digital Signature Act 97
Digital Signature Regulation 98

Electronic Commerce Act 2006
Date Time Stamping 2020
National Digital ID Fra c

STANDARDS




} eSERVICES WITH PKI FOR PUBLIC SECTORS

There are 28 Ministries in Malaysia and more than 20 of
them have embarked into PKI-based eServices ranging
from G2G, G2B and G2C

fory (mBPK) MyTox

Author Over 6 unitdigital certificates issued to
Over 100,000 S;J;ﬁgr;zdugﬁ‘éeé%w;m o under e-Filing project from Inland
certificates million  Revenue Board of Malaysia

26 projects/ICT systems are
integrated with MyGPKI




Smart Cities
HHE

Property Agents, Housing
Developers, Tenancy Agreement
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Education
eScrolls for Public and
Private Universities,

Cloud

eCommerce
Procurement System,
Online Retail Platform

=

Regulators A
Agreement,
Contracts, Policy

A
\

Financial Services

Hire Purchase, Loan
Application, Credit Scoring,
Cheque Transaction Validation
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Signature

State Government
Business license, advertisement

~ approval, land title

AN Healthcare
Access insurance,
treatments, medical
practitioner qualifications

i
PKI ‘
I
]
Legal Services
Legal documents
e.g. NDA, affidavit,
,/ power of attorney
e
l,,
Real Estate

Lease agreement, rental
application, S&P

eSERVICES WITH PKI FOR PRIVATE SECTORS

Key Success Factor

KY.Ci

eKYC Platform

Trusted Digital ID
(Digital Certificate)

Compliance with EiDAS

Tech & commercial
partners

RMIT Guidelines




} NEW PKI PROJECT INITIATIVES

1. National Digital Identity Initiative — MyDigitallD

« MyDigital ID is a national digital identity initiative with its main mgdlglta"/{D

objectives are to ensure secure and valid identity verification for online
services.

* MyDigital ID will be rolled out in four phases, starting with the
members of the Malaysian Cabinet and followed by civil servants,
government benefits recipients and finally the general public.

*Experience smooth, safe and data privacy-guaranteed
PEOPLE ) .

online experience
/USERS : : .
*Time and cost savings compared to counter transactions

«Stimulate and drive the nation towards digital
transformation to elevate trust and user’s safety for online
GOVERNMENT | interactions.

«Improve online services quality more efficiently and cost
savings service delivery.

«Improving efficiency and cost savings in terms of user

ONLINE registration, develop and maintaining their digital identity
SERVICE verification systems
PROVIDER *Encourage offers of new online services such as finetech,

platform economy, apps economy and others
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} NEW PKI PROJECT INITIATIVES

2. e-Invoice

« To support the growth of the digital economy, the Government
intends to implement e-Invoice in stages in an effort to enhance
the efficiency of Malaysia’s tax administration management. This
is in line with the Twelfth Malaysia Plan, where one of the key
focus is on strengthening the digital services infrastructure and
digitalising the tax administration.

» The e-Invoice will enable near real-time validation and storage of
transactions, catering to Business-to-Business (B2B), Business-
to-Consumer (B2C) and Business-to-Government (B2G)
transactions.

» Below is the e-Invoice implementation timeline:

Sample of Digital Signed e-Invoice

sOmLLUsN
ke B Mo, ot b, ScHB0; Kl L %v
60312346789
hibiscas@mart.com Shvolce
Supplier TIN: C321456789120 H"m):-elnrxgseov‘w—s:;::u IIDE
Supplier Registration Number- 660801111122 e-invoice code: INVD
Supplier SST 1D: M10-123-45678901 Unique Identifier No: 123456789-2023-7654321
Supplier MSIC code: 47112 Original Invoice Ref. No.: Not Applicatie
Supplier busi seription: Supermiarket Invoice Date and Time: 2024-10-01 20:17:16
Taxpayers with an annual turnover or revenue of 1 August 2024 e B SRS B
P g t Buyer A e
more than RM100 million pry g, e
004 110 - 1112 1 RM 300000 RM 3,000.00 - - - RM 3,000.00
1 004 14 1 RM 10000 RM 100,00 - - - RM 10000
Taxpayers with an annual turnover or revenue of - B R M cchicr B R B
T e 1 J an u ary 2025 004 2452 - 2458 1 RM 450000 RM 4,500.00 - - - RM 450000
more than RM25 million and up to RM100 million oo 2181 107 Vo mezasm . - - 2225000
004 3109-3114 1 RM 25000 RM 25000 . - - RM 25000
Subtotal RM 5,000.00
A” t l J I 202 5 Total excluding tax RM 85,000.00
axpaye rs u y Tax amount 2-
Total including tax RM 65,000 00
Total payable amount RM 65,000.00
Digital Signature.
808 TacOdeec 316dC505:
Date and Time of Validation. 2024-10-01 20:17:18
This document is a visual presentation of the e-Invoice
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Pos Digicert Sdn. Bhd | www.posdigicert.com.my
m D i gic—e rt 8-3A-02, Star Central, Lingkaran Cyberpoint Timur,
63000 Cyberjaya, Selangor

sales@posdigicert.com.my | +603 8800 6000
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